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Embedded Software Expert

Electrical Engineer (BSEE/MSEE)

Experienced Embedded Software Developer
B Named inventor on 3 patents

Consultant & Trainer (1999-present)
B Embedded Software Process and Architecture for reliability
B Various industries (e.g., pacemakers, industrial controls)

Former Adjunct Professor
B University of Maryland 2000-2003 (Design and Use of Operating Systems)
B Johns Hopkins University 2012 (Embedded Software Architecture)

Served as Editor-in-Chief, Columnist, Conference Chair

Author of 3 books and 65+ articles/papers

J
l¥ BARR
2 DN group



BOOKS BY MICHAEL BARR

m-bé
uy
Over 4500 entries Liv 3|

EMBEDDED
SYSTEMS
DICTIONARY

* Definitions serve technical
and non-technical readers

* Key terms defined in
encyclopedic detail

caciopment | B a e
| EEEEY
\ 2

Jack Ganssle
cmpBooks and Michael Barr

O'REILLY*

1ed: 1999; 2ed: 2006 1ed: 2003 1ed: 2008; 2ed: 2012

J
l¥ BARR
3 DN group



EMBEDDED SYSTEMS DEFINED

“Embedded Systems”
B Electronics + software for a dedicated purpose
B Many billion more new embedded systems each year
microwave ovens, digital watches, pacemakers, thermostats
You are surrounded by them (like it or not; safe or not)

Embedded systems in cars
B Modern cars contain networks of embedded computers!
Anti-lock brakes, airbags, speedometer, GPS, radio, ...
B Some carmakers brag over 100 microprocessors inside!
Each headlight, each mirror, each seat, ...
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MY REVIEW OF TOYOTA’S SOURCE CODE

Access to Toyota’s “electronic throttle” source code
M In a secure room in Maryland
B Subject to confidentiality agreements
B For vehicle models with ETCS spanning ~2002-2010 model years
Camry, Lexus ES, Tacoma, and others

Approximately 18 months of calendar time with code
B By a very experienced team of embedded systems experts
Including 3 other engineers from Barr Group
B Building upon NASA’s earlier source code review; digging deeper
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EXAMPLE C LANGUAGE SOURCE CODE

——

function

int larger_of(int a, int b)

{

if (a>b)

{ variable
return a; /* a contains the larger value */

}

else

{ comment
return b; /* b contains the larger value */
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ELECTRONIC THROTTLE CONTROL
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TOYOTA’S ENGINE CONTROL MODULE (ECM)
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SAFETY-CRITICAL SYSTEMS

Not all embedded systems can kill or injure people ...
B Those that can do harm are “safety-critical systems”

What could possibly go wrong?
M Aglitch in the electronics (random hardware faults will happen)
B Abug in the software (any reasonably complex software has bugs)
B An unforeseen gap in the intended safety features
M Or all three: glitch activates bug and that slips thru safety gap

Safety cannot be an afterthought; must be designed in
B Redundancy and fault containment are key
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ELECTRONIC THROTTLE CONTROL (ETCS)




SUMMARY OF 2005 CAMRY L4 CONCLUSIONS




UNINTENDED ACCELERATION (UA)




NASA DID NOT RULE OUT UA BY SOFTWARE



THERE ARE DEFECTS IN TOYOTA'S ETCS



ETCS SOFTWARE MALFUNCTION



SOFTWARE MALFUNCTIONS HAPPEN



TOYOTA’S OPERATING SYSTEM (OSEK)




OSEK’S CRITICAL DATA STRUCTURES




MEMORY CORRUPTION AND TASK DEATH



EXAMPLE OF UNINTENDED ACCELERATION



SOFTWARE CAUSES OF MEMORY CORRUPTION



SPAGHETTI CODE DEFINED



TOYOTA’S SPAGHETTI CODE



TYPES OF SPAGHETTI CODE



STACK ANALYSIS FOR 2005 CAMRY L4



NASA’S VIEW ON RECURSION



TOYOTA’S MAJOR STACK MISTAKES




TOYOTA FAILED TO COMPLY WITH STANDARDS




TOYOTA FAILED TO COMPLY WITH STANDARDS




VIOLATING CODING RULES CAUSES BUGS



TOYOTA FAILED TO COMPLY WITH STANDARDS




TOYOTA ADMITS ETCS HAS SOFTWARE BUGS



NASA’S SOFTWARE AREAS OF CONCERN



TOYOTA’S DEFECTIVE “SAFETY LAYERS”




LAYER 1 MIRRORING OF CRITICAL VARIABLES



THROTTLE COMMAND DESIGN



UA VIA MEMORY CORRUPTION



TOYOTA’S DEFECTIVE THROTTLE CONTROL



LAYER 2 DTC AND FAIL SAFE MODES



LAYER 3 WATCHDOG SUPERVISOR



TOYOTA’S DEFECTIVE WATCHDOG DESIGN




LAYER 4 ESP B2 MONITOR CPU



TOYOTA FAILED TO REVIEW MONITOR CPU



AGAIN: FAILED TO REVIEW MONITOR CPU!




MONITOR CPU IS LAST LINE OF UA DEFENSE



TOYOTA’S DEFECTIVE SOFTWARE PROCESS



TOYOTA’S INADEQUATE SOFTWARE PROCESS



TOYOTA’S DEFECTIVE SAFETY CULTURE




NASA SOUGHT WHAT BARR GROUP FOUND




UNREASONABLE SINGLE POINTS OF FAILURE



INDIVIDUAL TASK DEATH OUTCOMES






